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How to set up remote access for your S-Play

Create a convenient, remote access system allowing you or your clients to connect to your
S-Play from around the world.

Security Note - Internet Connection

- Before connecting your S-Play to the Internet ensure your local network firewall provides security
all devices have been adequately secured.
& - If ever unsure consult a qualified professional.
- Ensure you have sufficient extra bandwidth to deal with influxes of traffic caused by an internet
connection.

- Ensure your SSH Tunnel is configured in such a way to ensure only trusted users can access the
tunnel to remotely configure the S-Play.

Introduction

In this application note, we are going to learn how to set up a simple remote access system for the S-Play
alongside using SSH Tunnelling and reviewing other options. The goal is to create a system where we or our
customer can connect from a laptop/PC/smartphone from anywhere we have internet access in case we
want manual control of our shows.

For the purposes of this guide, we are going to assume that you have already programmed your S-Play with
your desired cues and playlists — we will be focussing more on the necessary network structure and actual
setup.

By the end of this process, we are going to be able to connect to our S-Play remotely and see something
like this:

A Notsecure | 3.12.104.225:8080/en/home
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1- S-Play remote access homepage
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As you can see this is just the default S-Play home page.

What's different is the webpage URL at the top of the screen. We are connecting over the internet through
a server with IP address (in this case 3.12.104.225), whilst our S-Play is on a completely different address on
its local network.

This application note features step by step instructions on how to set up this remote access method with
an AWS cloud server. Using these principles, you may choose to set up your server with a different service
using this application note for reference.

Getting started

Requirements.

Before you begin, we will need to have the following:

1. S-Play with Internet access - this can be through a 4G router or just by being connected to a network
with internet access.

2. AWS account - you can sign up for a free account with AWS here: https://aws.amazon.com/

A computer connected to the S-Play and internet so you can set up the remote access function.

4. (Optional) a smartphone or other internet connected device that you can use to test the remote
access function once it is set up.

w

Remote connection options + network structure

Simple remote connection options.

If you have worked with other network-based devices and control systems before you are probably already
familiar with some other remote access methods including:

- Remote Desktop Access through a local computer — using a service like TeamViewer, LogMeln,
or RealVNC.
- Setting up port forwarding on a 4G router.

This remote access function, however, is designed to streamline the process for the end-user so they can
use a simple URL and connect from anywhere, providing they have secure internet access. A high-level
diagram of this application can be seen below:

Amazon Web Server

]

\ =
PALL I
Router w/ Internet ]
Connection End-user device
eg. PC/Laptop/
Internet E Smartphone

ENTTEC S-Play Controller
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As you can see, this method uses an AWS cloud server as the intermediary to connect your device to the S-

Play. This seems a bit counter-intuitive... why use a separate web server to make this connection? Why can’t
we just connect over the internet straight to the S-Play?

Well, we can, using the 2 methods listed before. Lets take a look at those:

Remote Desktop Apps

The most straight forward way to connect remotely is to use an app like TeamViewer or RealVNC to give
access to a PC on the same network as the S-Play that you can treat as if you are on the same network:

On-site PC

AT Remote

connection app

eg. Teamviewer
etc.

Modem Router

P~ —
=)

Remote PC

Internet

ENTTEC S-Play Controller

3 - Remote desktop network structure

As you can see, this method requires that we have a PC on-site that is connected to our lighting control
network. The remote desktop apps will connect us to the PC, and then using that remote connection, we
then navigate through the on-site PC to connect to our S-Play as if we were there in person.

The limitation of this method is that we need to have a PC on site, and it needs to be on all the time if we
are to connect to it remotely at any time.
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Port forwarding on 4G routers

How about 4G routers? You can get 4G routers inexpensively and add a data SIM card to them to allow

remote internet connections. You can also then set up a port forwarding rule so that whenever you connect
to that router, you are re-directed to the S-Play

I:I End-user device
eg. PCfLaptopf

— Smartphone
(= a

Internet

ENTTEC 5-Play Controller

4 - Port forwarding network structure

The limitation with this method is that you need a public IPv4 address on your 4G router. Depending on
where you are and what your ISPs can provide, this might be a bit difficult. For example, here in Australia,
most mobile services use CGNAT which means your public ip can change many times in a hour, so you may
have to get specific, and much more expensive business internet plans to get a fixed IP.

This brings us to the method using the S-Plays new remote connection feature. Using a separate web server
to help with the connection eliminates the need for an expensive business-level data plan like we needed
for port forwarding. Instead, we'll set up a cloud server once, then the S-Play will give us a URL that we can
use to connect to it from anywhere in the world as long as we and the S-Play both have internet access.
Stay tuned as we'll be running through how to set up this cloud server a bit later on.
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Setting up the S-Play
Firstly, let's update our S-Play and see how this all works. In Settings, select Remote in the menu, we'll see

a new section titled: “Remote Access” It's asking for an IP Address, port number, username and SSH Key.
These are all obtained when we set up our virtual server.
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5 - S-Play remote access settings

We'll come back to this later once we have created our AWS server.
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Setting up the cloud server

1. We'll be using Amazon Web Services as an example on how to set up a simple cloud server for
remote connection. We won't go through how to make an account - that’s straight-forward, but once
you've created a free AWS account, you'll want to log in and look through the various services being
offered. We need a “Compute” service for this function, and we'll use the EC2 version since it's free
tier eligible and has the functionality we need.

ContactUs Support Englishv My Accounts  Signin Create an AWS Account

Solutions  Pricing Documentation Learmn Partner Network AWS Marketplace ~Customer Enablement Events Explore More Q)

Featured Services Resources and Media

Blog What n AWS
1 Integration

Read the latest AWS blogs See announcements for AWS
services
ications
Cloud Financial Management : Customer Enablement
te

Compute AWSI0

Contact Center h full MysQL
Complete your projects faster Operate your AWS
with help from AWS Certified infrastructure for you
third-party experts

Training and

. n
Accelerate your business

outcomes with AWS Build and validate your skills
and technieal expertise

AWS Lambda

Ru out thinki

Amazon VPC

Amazon Lightsail
Launch and manage
Quantum Technologies

Robotics Amazon SageMaker
Build, train, and dé

Storage

aws ContactUs Support Englishw My Accountw  Sign in Create an AWS Account
ety

Products Solutions Pricing Documentation Learn Partner Network AWS Marketplace Customer Enablement Events Explore More Q

Amazon EC2 Overview  Features  Pricing  InstanceTypes »  FAQs  GettingStarted  Resources ~
« Compute

Amazon EC2

Secure and resizable compute capacity for virtually any workload

Get Started with Amazon EC2 Connect with an Amazon EC2 spet t

750 hours per month
for 12 months with the AWS Free Tier

Access reliable, scalable Provide secure compute for Optimize performance and Migrate and build apps
infrastructure on demand. your applications. Security cost with flexible options with ease using AWS
Scale capacity within is built into the foundation like AWS Graviton-based Migration Tools, AWS
minutes with SLA of Amazon EC2 with the instances, Amazon EC2 Managed Services, or
commitment of 99.99% AWS Nitro System. Spot instances, and AWS Amazon Lightsail. Learn
availability. Savings Plans. how AWS can help.

Amazon Elastic Compute Cloud (Amazon EC2) offers the broadest and deepest compute platform, with over 600 instances and choice of the latest processor,
storage, networking, operating system, and purchase model to help you best match the needs of your workload. We are the first major cloud provider that
supports Intel, AMD, and Arm processors, the only cloud with on-demand EC2 Mac instances, and the only cloud with 400 Gbps Ethernet networking. We offer the
best price performance for machine learning training, as well as the lowest cost per inference instances in the cloud. More SAP, high performance computing
(HPC), ML, and Windows workloads run on AWS than any other cloud

6 - AWS Server type selection
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2. Next, we'll go to “Launch Instance” to create a new server instance.

Resources

EC2 Dashbeard
You are using the following Am;

n EC2 resources in the Asia Pacific (Sydney) Region:

EC2 Global view [3

ec2 cl
Events instances (running} 0| | AutaScaling Groups © | Dedicated Hosts 0 Easticips o
Tage
nstances 0| Keypairs © | Load batancers 0 Piacement groups o
Limits
Security geoups Snapshots o | | volumes o
¥ instances
instances
@ Easily size, configure, and deploy Microsoft SQL Server Always On availability groups on AWS using the AWS Launch Wizard for SQL Server. Learn more X

Instance Types

Launch

Spot Requests

Launch instance
5 Plans

Service health

Dedicated Hosts. feglon
[FCSITED O B—

Scheduled events
v Elastic Block Store

Asia Paific (sydney)

No scheduled avents

ap-southeast-2a

ap-southaast-2b

ap-sutheast-2¢

Manage:

¥ Network & Security .
Migrate a server

to A

Key Pairs Get started with AWS Application Migration Service [2

Netwark Interfaces

Enable additional Z

AWS Health Dashboard [

Status

@ This service is aperating narmally

Zone 1D

apse2-a23

apsed-az

apse2-azz

Use AWS Application Migration Service to simplify and expedite migration from physical, virtual, and cloud infrastructure

¥ Load Balanding
Quick ID filter
Load Balancers
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oups.

 Auta Sealing

Launch Canfigurations

Auto Scaling Grougs

7 - AWS — Launch Instance

3. Create a name for this instance and for the Application and OS Images, we'll just chose Amazon

Linux, again because it's free tier.

EC2 > Instances » Launch an instance

Launch an instance o

Amazon EC2 allows you to create virtual machines, or instances, that run on the AWS Cloud. Quickly get started by

following the simple steps below.

Name and tags info

Name

e.g. My Web Server

Add additional tags

¥ Application and OS Images (Amazon Machine Image) info

An AMI is 2 templa
sunch your instan

that contains the software configuration (ope

ting system, application server, and applicati
ce. Search or Browse for AMis if you don't see what you are looking for below

<) required to

Q, Search our full eatalog

reluding 1000s of application and OS images

Recents Quick Start
Amazon macO5 Ubuntu Windows Red Hat
Linux
aws | % ubunty® || Bfmicosolt ||l RedHat
Mac

Q

Browse mare AMIs

the Community

Amazon Machine Image (AMI)

Amazon Linux 2023 AMI
ami-0d9f286195031c3d9 (64-bit (xB6), uefi-preferred|
Virtualization: hvm  ENA ensbled: true  Root de

pe: ehs

Free tier eligible

ami-00145%ba676b864e3c (64-bit (Arm), ueti) v

Description
Amazon Linux 2023 AMI 2023.0.20230329.0 xB6_64 HVM kemel-6.1

Architecture Boot mode AMIID

64-bit (x86) uefi-preferred  AMI-0d97286195031c3d9

8 - AWS — Application and OS Image Selection
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4. For the Instance type we'll just go with t2 micro because - you guessed it - it's free and we really
don’t need this to be too powerful for what we need to do.

v Instance type e

Instance type O All generations
t2.micro Free tier eligible
Family:t2 1vCPU 1 GIiB Memory
On-Demand Linux pricing: 0.0146 USD per Hour v Compare instance types

On-Demand Windows pricing: 0.0192 USD per Hour
On-Demand SUSE pricing: 0.0746 USD per Hour
On-Demand RHEL pricing: 0.0746 USD per Hour

9 - AWS — Instance Type Selection

5. Key pair is a key file that your S-Play will need, to be able to connect to the AWS server - remember
that “SSH Key” file the S-Play was asking for?

Make sure to create a new key pair and save this in a safe location, since you won’t have any way
to access it again if you lose the file. The key pair will be in the form of a .pem file which you
should upload to your S-Play in the SSH Key field.

Note: Disabling remote access on the S-Play will wipe all SSH configuration including the .pem SSH
Key from the S-Play for security reasons.

the instance

Key pair name - reguired

Select v G Croate new key pair

Create key pair X

Key pairs allow you to connect to your instance securely.
Enter the name of the key pair below. When prompted, store the private key in a secure
and accessible location on your computer. You will need it later to connect to your

instance. Learn more [}

Key pair name

| ENTTEC_CY|

The name can include upto 255 ASCIl characters. It can't include leading or trailing spaces.

Key pair type
0 RsA

RSA encrypted private and public key pair
O ED25519

ED25519 encrypted private and public key pair (Not supported for Windows instances)

Private key file format

O .pem

For use with OpenSSH

O .ppk
For use with PuTTY

Cancel Create key pair
9 - AWS - key pair creation
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6. Network Settings is where we add our port settings so that any device can access the server. Click
‘Edit’ on the right to access more settings.

222 Services Q Searc

v Network settings info

Network Info

vpc-055e67a08def82726

Subnet Info

Mo preference (Default subnet in any availability zone)

Auto-assign public IP Info
Enable
Firewall (security groups) Info

A security group is a set of firewall rules that control the traffic for your instance. Add rules to allow specific traffic to reach your
instance

© Create security group ‘ ‘ (O Select existing security group ‘

We'll create a new security group called 'launch-wizard-1' with the following rules:

Allow SSH traffic from

Anywhere
Helps you connect to your instance

0.0.0.0/0

[C] Allow HTTPS traffic from the internet
To set up an endpoint, for example when creating a web server

(] Allow HTTP traffic from the internet

To set up an endpoint, for example when creating a web server

/A Rules with source of 0.0.0.0/0 allow all IP addresses to access your instance. We recommend setting X

security group rules to allow access from known IP addresses only.

7. By default, the SSH rule (Port range 22) will be present in Inbound security groups rules, we just
need to change the source to “anywhere”. In addition to this we need to add exceptions for 4
additional port ranges: 80, 8080, 13133 & 55555 by clicking ‘Add security group rule’. These are ports
that the S-Play will be using to display its web page and allow interactivity to the connecting device.

o1 enttec.com

Inbound security groups rules

¥ Security group rule 1 (TCP, 22, 0.0.0.0/0)

Type Info Protocol Info Portrange Info
ssh v | P 22
Source type Info Source Info Description - optional Info

| Anywhere v | Add CIDR, prefix list or security e.g. 55H for admin desktop

A Rules with source of 0.0.0.0/0 allow all IP addresses to access your instance. We recommend setting X
security group rules to allow access from known IP addresses only.

Add security group rule
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8. Enter Port Range and change Source Type to ‘Anywhere’ for each 4 port ranges so that any device

can connect to our S-Play no matter where they are.

You can improve the security of the system by limiting the source ranges. For example, if you work
for an integration business and you are installing S-Plays on your clients’ projects. You can set the
source to be the client’s office IP address range. This means only a device in the client’s office can
access the S-Play. You could also set this to your own office IP address range if you were to make
changes/updates on your clients’ behalf.

Once the rules in the previous section have been set, the new server instance is ready to be launched

by clicking the ‘Launch instance’.

Inbound security groups rules

¥ Security group rule 1 (TCP, 22, 0.0.0.0/0)

Type Info Protocol Info

| ssh - | TCP

Source type Info Source Info

Add CIDR, pref

Anywhere v |

fix list or security

Part range Info

Description - apti

Remove

e4. S5H for

¥ Security group rule 2 (TCP, B0, 0.0.0.0/0)

Type Info Protocol Info

| Custom TCP L | TCP

Source type Info Source Info

Add CIDR, pr

Anywhere v |

¥ security group rule 3 (TCP, 8080)

efix list or security

Port range Info

| B0

* Summary

Number of instances Info

Software Image (AMI)

Amazon Linux 2023 AMI 2023.0.2. read more

-0 F1c3d9

New sacurity group

Storage (volumes)

T volume(s) - 8 Gig

(D Free tior: In your first year includes 750 4

hours of t2micra (ar t3.micra in the

Reegiars in which t2.micro is unavailable)

bandwidth to the intermet

Type Info Protocel Info Pert range Info
| Custom TCP v | ce | BOBO | Cancel Launch instance |
TEVIEW COTTTIaTS
Source type Info Source Info Description - apth
Anywhere v | | Q, Add CIDR, prefix list or security | | e, S5H for g |

¥ Security group rule 4 (TCP, 13133, 0.0.0.0/0)

Type Info Protocol Info

| Custom TCP L | TCP

Source type Info Source Info

Add CIDR, pr

Anywhere v |

¥ Security group rule 5 (TCP, 55555, 0.0.0.0/0)

Type Info Protocol Info

| Custom TCP L | TCP

Source type Info Source Info

Add CIDR, pr

Anywhere v |

efix list or security

efix list or security

Part range Info

13133

Description - apti

| B4 55H for o

Port range Info

55555

Description - apti

| B4 55H for o

10 - AWS - port opening settings & Launch Instance
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9. After the instance is successfully created, we get to the “Next Steps” menu. From here we click
“Connect to instance” which brings us to this screen showing us the public IP address and
Username of our instance.

EC2 ) Instances } Launchaninstance

Success
Successfully initiated launch of instance (i-0492)

» Launch log

Next Steps

Connect an RDS database Create Load Balancer

Create billing and free tier usage
alerts

To manage costs and avoid surprise bills, set
up email notifications for billing and free tier
usage thresholds.

Create billing alerts [2

Create AWS budget

AWS Budgets allows you to create budgets,
forecast spend, and take action on your costs
and usage from a single location.

Connect to your instance

Once your instance is running, log into it from
your local computer

Connect to instance [

Configure the connection between an EC2
instance and a database to allow traffic flow
between them.

Connect an RDS database (2

Learn more [4

Manage CloudWatch alarms

Create or update Amazon ClougWatch alarms
for th

Manage CloudWatch alarms [

nce

Create a new RDS database (4 Learn more (5

Get instance screenshot

Capture 3 screenshot fram the instance and
view it as an image. This is useful for

troubleshooting an unreachable instance.

Create EBS snapshot policy

Create a policy that automates the creation,
retention, and deletion of EBS snapshots

Create EBS snapshot policy [

Get system log

View the instanee’s system log to troublesheot

Get system log (3

Manage detailed monitoring

Enable or disable detailed monitoring for the
instance. If you enable detailed monitoring,
the Amazon EC2 console displays monitering

graphs with a 1-minute

Manage detailed monitoring [2

Change shutdown behavior
Change the behavior of the instance for when
you initiate a shutdwn from the operating

system of the instance itself.

Change shutdown behavior [4

Create a application, network gateway or
classic Elastic Load Balancer

Create Load Balancer [4

AWS-
ConfigureCloudWatchOnEC2Instanc
e Automation

The AWS-ConfigureCloudWatchOnEC2Instance

Automation document ena disables

CloudWatch monitoring on an EC2 instance.

AWS-
ConfigureCloudWatchOnEC2Instance
Automation (2

View all instances

e pe— © 2023, Amszon Web Services Inc.or s affiistes.  Privacy  Tenms  Cookie preferences

ENTTEC v

Sydney ¥

EC2 » Instances > i-0492b92798fbcc3e8 > Connect to instance

Connect to instance info

Connect to your instance i-0492b92798fbcc3e8 (Remote Access S-PLAY) using any of these options

EC2 Instance Connect Session Manager SSH client EC2 serial console

Instance ID
i-0492b92798fbec3e8 (Remote Access S-PLAY)

Public IP address
54.252.180.241
User name

Enter the user name defined in the AMI used to funch the instance. If you didn't define a custom user name, use the default user name,
ec2-user.

[ectuser

® Note: In most cases, the default user name, ec2-user, is correct. However, read your AMI usage instructions to
check if the AMI owner has changed the default AMI user name.

Cancel Connect

11 - AWS - connect to instance

10. We can enter both these values into the appropriate lines on our S-Play remote access settings
and click update to ensure those are saved.

Remote Access ~

Enable [ ] @

http:/[54.252.180.241:8080

P 54.252180.241

Remote port 8080

Username ec2-user

e

E) UPDATE

12 - S-Play - update remote access settings
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11. The last step in this configuration process is to modify an access setting on our newly generated
AWS cloud server, so the S-Play can access it. To do this, connect through to your instance. This
opens up a new tab and a command prompt window. To update the setting, we've put together a

short code segment to go through and make the necessary changes.

Here is the code segment you will be needing:
[usr/bin/sudo [usr/bin/sed -i -e 's/.*GatewayPorts.*/GatewayPorts yes/g' /etc/ssh/sshd_config
[usr/bin/sudo [usr/bin/systemctl restart sshd

13 - AWS - server command prompt window

12. After copying that code segment in, the necessary update is made, and we can now go back to our
S-Play screen and use the given URL to connect remotely. You should notice that the globe icon has
now changed to green — indicating that the remote access setting is active. Be sure to check this URL
directly from your computer, as well as from a separate device like your smart phone. If you're
programming this device to go on a remote site that you don’t have easy access to, then you want
to make sure it's working before you leave!

Remote Access A
<k INFO Enable 9 @
@ OUTPUTS
http://54.252.180.241:8080

® ARTNET

" 54.252180.241
©® SACN
@ DMX Remote port 8080
& NETWORK

Username ec2-user

n

SYNC

&d

(© DATE & TIME

@ LOCATION

© PLAYBACK (O Date & time settings v
@ FIRMWARE () Location settings v
A (») Playback configuration v

14 - S-Play - successfully updated remote connection settings
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Wrapping up
That brings us to the end of the configurations we need to do for remote connections but remember that
we set up this server to be accessible from any IP address, so for security it's highly recommended to use
the S-Play’s password lock function. You can do that by going to your S-play’s home page and clicking “user”
drop down and clicking “change passwords”.

To connect remotely, just go back to our remote access settings and look for the URL that the S-Play displays.
This address is generated by the S-Play according to the settings you have just input and is the address
you need to enter to access your S-Play remotely.

Conclusion

That brings us to the end of this guide. By following these steps, you can create a control panel on your
smart phone or tablet to intuitively control the S-Play, call shows, and adjust brightness’s. This guide gives
you a run down on a basic workflow and control panel, but this is just the beginning. With a bit of time and
ingenuity, you can create even more sophisticated control panels.

This brings us to the end of this guide on how to set up remote access on your S-Play. By following these
steps you can set up your S-Play to be accessible from around the world over the internet. Just remember
that this system relies on both ends - the S-Play and the connecting device to both have internet access.
If there are disruptions at either end, this connection method won't work.

We hope you found this application note useful!

Remote Access: Troubleshooting

On first connection, the S-Play will automatically try to configure the server’s gateway by running:

/usr/bin/sudo /usr/bin/sed -i -e 's/.* GatewayPorts.*/GatewayPorts yes/g' /etc/ssh/sshd_config

Jusr/bin/sudo /usr/bin/systemctl restart sshd

If the Username provided in setup doesn’t have any sudo rights or sshd_config is located in different place, you will need to
manually update the sshd_config on your AWS Server to set “GatewayPorts yes” and restart the sshd service.

To access the terminal, navigate to the server incidence on AWS. Press ‘connect to open the terminal.

EC2 Instances i-097f4794eba8b1bb3 Connect to instance

Connect to instan
Connect to your instance i-0'

Session Manager S5H client

nstance ID
-097f4794eba8b1bb3

Public IP address
18.217.232.203
User name

ec2-user

Connect using a custom user name, or use the default user name ec2-user for the AMI used to launch the instanc

@® Note: In most cases, the guessed user name is correct. However, read your AMI usage instructions to check if
the AMI owner has changed the default AMI user name.

i-097f4794ebaBb1bb3

To allow the S-Play to manage your AWS server’s gateway in needs to permit this, run:

/usr/bin/sudo /usr/bin/sed -i -e 's/.*GatewayPorts.*/GatewayPorts yes/g' /etc/ssh/sshd_config

Jusr/bin/sudo /usr/bin/systemctl restart sshd

It’s worth noting that. /etc/ssh/sshd_config can be located in a different folder depending on the operating system running
on your remote server.
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