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How to set up remote access for your S-PLAY

Create a convenient, remote access system allowing you or your clients to connect to your
S-PLAY from around the world.

Security Note - Internet Connection

- Before connecting your S-PLAY to the Internet ensure your local network firewall provides security
all devices have been adequately secured.
& - If ever unsure consult a qualified professional.
- Ensure you have sufficient extra bandwidth to deal with influxes of traffic caused by an internet
connection.

- Ensure your SSH Tunnel is configured in such a way to ensure only trusted users can access the
tunnel to remotely configure the S-PLAY.

Introduction

In this application note, we are going to learn how to set up a simple remote access system for the S-PLAY
alongside using SSH Tunnelling and reviewing other options. The goal is to create a system where we or our
customer can connect from a laptop/PC/smartphone from anywhere we have internet access in case we want
manual control of our shows.

For the purposes of this guide, we are going to assume that you have already programmed your S-PLAY with your
desired cues and playlists — we will be focussing more on the necessary network structure and actual setup.

By the end of this process, we are going to be able to connect to our S-PLAY remotely and see something like
this:
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1-S-PLAY - remote access homepage
As you can see this is just the default S-PLAY home page.

What's different is the webpage URL at the top of the screen. We are connecting over the internet through a
server with IP address (in this case 3.12.104.225), whilst our S-PLAY is on a completely different address on its
local network.

This application note features step by step instructions on how to set up this remote access method with an
AWS cloud server. Using these principles, you may choose to set up your server with a different service using
this application note for reference.
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Getting started
Requirements.

Before you begin, we will need to have the following:

1. S-PLAY with Internet access - this can be through a 4G router or just by being connected to a network
with internet access.

2. AWS account - you can sign up for a free account with AWS here: https://aws.amazon.com/

A computer connected to the S-PLAY and internet so you can set up the remote access function.

4. (Optional) a smartphone or other internet connected device that you can use to test the remote access
function once it is set up.

w

Remote connection options + network structure

Simple remote connection options.

If you have worked with other network-based devices and control systems before you are probably already
familiar with some other remote access methods including:

= Remote Desktop Access through a local computer - using a service like TeamViewer, LogMeln, or RealVNC.
= Setting up port forwarding on a 4G router.

This remote access function, however, is designed to streamline the process for the end-user so they can use a
simple URL and connect from anywhere, providing they have secure internet access. A high-level diagram of this
application can be seen below:

Amazon Web Server

\ --]
VAL VI
Router w/ Internet ]
R T T 3 End-user device
eg. PC/Laptop/
Internet E Smartphone

,,,,, s

ENTTEC S-Play Controller

2 - Remote access network structure

As you can see, this method uses an AWS cloud server as the intermediary to connect your device to the S-PLAY.
This seems a bit counter-intuitive... why use a separate web server to make this connection? Why can't we just
connect over the internet straight to the S-PLAY?

Well, we can, using the 2 methods listed before. Let's take a look at those:
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Remote Desktop Apps
The most straight forward way to connect remotely is to use an app like TeamViewer or RealVNC to give access
to a PC on the same network as the S-PLAY that you can treat as if you are on the same network:

On-site PC

]

Remote
connection app
eg. Teamviewer

etc.

AR
Remote PC

A

Modem Router

H=0

Internet

ENTTEC S-Play Controller

3 - Remote desktop network structure

As you can see, this method requires that we have a PC on-site that is connected to our lighting control network.
The remote desktop apps will connect us to the PC, and then using that remote connection, we then navigate
through the on-site PC to connect to our S-PLAY as if we were there in person.

The limitation of this method is that we need to have a PC on site, and it needs to be on all the time if we are to
connect to it remotely at any time.
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Port forwarding on 4G routers

How about 4G routers? You can get 4G routers inexpensively and add a data SIM card to them to allow remote
internet connections. You can also then set up a port forwarding rule so that whenever you connect to that
router, you are re-directed to the S-PLAY

4G Router

I:I End-user device
eg. PCfLaptopf

‘ Smartphone

Internet

ENTTEC 5-Play Controller

4 - Port forwarding network structure

The limitation with this method is that you need a public IPv4 address on your 4G router. Depending on where
you are and what your ISPs can provide, this might be a bit difficult. For example, here in Australia, most mobile
services use CGNAT which means your public ip can change many times in a hour, so you may have to get specific,
and much more expensive business internet plans to get a fixed IP.

This brings us to the method using the S-PLAYs new remote connection feature. Using a separate web server to
help with the connection eliminates the need for an expensive business-level data plan like we needed for port
forwarding. Instead, we'll set up a cloud server once, then the S-PLAY will give us a URL that we can use to
connect to it from anywhere in the world as long as we and the S-PLAY both have internet access. Stay tuned as
we'll be running through how to set up this cloud server later on.
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Setting up the S-PLAY

Firstly, let's update our S-PLAY and see how this all works. In Settings, select Remote in the menu, we'll see a
section titled: “Remote Access” It's asking for an IP Address, port number, username and SSH Key. These are all
obtained when we set up our virtual server.

(0) DMX settings v
=% Network settings v
ch INFO
@ OUTPUTS +~* Syncsettings e
@® ARTNET
Remote Access A
® SACN
® DMX Enable @
595 NETWORK
IP
< SYNC
@ remore Remote port
(O DATE & TIME Username
© LOCATION
SSH Key
(® PLAYBACK
[ UPDATE
@ FIRMWARE
) RESET . .
& (O Date & time settings v
() Location settings v
() Playback configuration v
(% Firmware update v
) Factory reset v

5-S-PLAY remote access settings

We'll come back to this later once we have created our AWS server.
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Setting up the cloud server

1. We'll be using Amazon Web Services as an example on how to set up a simple cloud server for remote
connection. We won't go through how to make an account - that's straight-forward, but once you've
created a free AWS account, you'll want to log in and look through the various services being offered. We
need a “Compute” service for this function, and we'll use the EC2 version since it's free tier eligible and
has the functionality we need.

ContactUs Supports Englishv My Accountw  SignIn Create an AWS Account

Solutions Pricing Documentation Learn Partner Network AWS Marketplace Customer Enablement Events Explore More  Q

Featured Services Resources and Media

Blog What's on
Integration :
. Read the latest AWS blogs See announcements for AWS
Blockchain "’
- X services
plications Amazon Simple Storage Service (S3)
ioud
Cloud Financial Management Customer Enablement
Compute
Contact Center
Complete your projects faster Operate your AWS
with help from AWS Certified infrastructure for you
Amazon DynamoDB third-party experts
Managed NoSQL database

al Servics
Computing

Front-End W obile ” . , aL, Accelerate your business
outcomes with AWS Build and validate your skills
and technical expertise
AWS Lambda

Run code without thinking al

Amazon VPC
Ise
igration

o Amazon Lightsail

Launch and manag
Quantum Technologies

Robotics Amazon SageMaker

Build, train, and dej ming mod;

Compliance

aws ContactUs Supports Englishw My Accountw  Sign In Create an AWS Account
>

Products Solutions Pricing Documentation Learn Partner Network AWS Marketplace Customer Enablement Events Explore More Q

Amazon EC2 Overview Features Pricing Instance Types v FAQs Getting Started Resources v
« Compute

Amazon EC2

Secure and resizable compute capacity for virtually any workload

Get Started with Amazon EC2 Connect with an Amazon EC2 spe t

750 hours per month
for 12 months with the AWS Free Tier

Access reliable, scalable Provide secure compute for Optimize performance and Migrate and build apps
infrastructure on demand. your applications. Security cost with flexible options with ease using AWS
Scale capacity within is built into the foundation like AWS Graviton-based Migration Tools, AWS
minutes with SLA of Amazon EC2 with the instances, Amazon EC2 Managed Services, or
commitment of 99.99% AWS Nitro System. Spot instances, and AWS Amazon Lightsail. Learn
EIZIELTT Savings Plans. how AWS can help.

Amazon Elastic Compute Cloud (Amazon EC2) offers the broadest and deepest compute platform, with over 600 instances and choice of the latest processor,
storage, networking, operating system, and purchase model to help you best match the needs of your workload. We are the first major cloud provider that
supports Intel, AMD, and Arm processors, the only cloud with on-demand EC2 Mac instances, and the only cloud with 400 Gbps Ethernet networking. We offer the
best price performance for machine learning training, as well as the lowest cost per inference instances in the cloud. More SAP, high performance computing
(HPC), ML, and Windows workloads run on AWS than any other cloud.

6 - AWS Server type selection
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EC2 Global view [2

Instance Types

ising the following Amazon EC2 resources in the Asia Pacific {Sydney) Region:
Events e (running) 0 || Auto scaling Groups 0 || Dedicated Hasts Elastic IPs [}
Tags
st 0| Keypairs 0 || Load balancers Placement groups o
Limits
Security groups 1| | snapshots 0 || Volumes
w Instances
Instances
eanfigure, and deplay Microsoft SQL Server Always On availability groups on AWS using the AWS Launch Wizard for SQL Server. Leam more X

Launch

emplates

Spot Requests

Launch instance

Savings plans

ed Instances

ted Hosts

Capacity Reservations

* Images

AMls

b catalo
e Scheduled events

w Elastic Block Stare

volumes

Asia Pacific (Sydney)

Snapshots No scheduled events

Manage:

¥ Network & Security .
Migrate a server

Use AWS Application Migration Service ta simplify and expedit
to AW

nigration from physical, virtual, and cloud infrastructure

Get started with AwS Application Migration Service [2]

¥ Load Balandng . i
Quick ID filter
Load salancers

Target Groups

Enter o resource 1D

 Aute Sealing

Launch Canfigurations

Auto Scaling Grougs

7 - AWS — Launch Instance

Service health

Asia Pacific (sydney)

Zones

Zone name
ap-southeast-za
ap-southeast-2b
ap-southeast 2c

Enable additional Zone:

AWS Health Dashboard [4

Status

© This service ks operating normally

Zone 1D
apsez-azs
apse2-az1

apse2-az2

3. Create a name for this instance and for the Application and OS Images, we'll just chose Amazon Linux,

again because it's free tier.

EC2 » Instances » Launch an instance

Launch an instance e

Amazon EC2 allows you to create virtual machines, or instances, that run on the AWS Cloud. Quickly get star
following the simple steps below.

Name and tags Info

Name

e.qg. My Web Server

ted by

Add additional tags

¥ Application and OS Images (Amazon Machine Image) info
An AM| is 3 template that c

aunch your instance. Sear

zins the software configuration (ops
th or Browse for AMIs if you don't see w

ern, application server, and applicati
you are looking for below

) required to

Q, Search our full catalog including 10005 of application and OS images

Recents Quick Start
Amazon macos Ubunty windows Red Hat || ¢ Q
Linux
Browse more
aws % ubuntu® || BE Micosolt || f redwat Including AM
Mac AW, Mark
e the Commun
‘mazon Machine Image (AMI)

AMIs

s from

d

Amazon Linux 2023 AMI
ami-0d9f28619503 1c3d9 (64-bit (x86), uefi-preferred) /
Virtuzlization: v ENA enabled: true  Roat dey

mi-00149ba676b864e3c (64-bit (Arm), uefi)

Free tier eligible

v

Description

Amazon Linux 2023 AMI 2023.0.20230329.0 x86_64 HVM kernel-6.1

Architecture Boot mode AMIID

ami-0d9f286195031c3d9

64-bit (x86) v uefi-preferred

8 - AWS — Application and OS Image Selection
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4. For the Instance type we'll just go with t2 micro because - you guessed it - it's free and we really don't
need this to be too powerful for what we need to do.

wes ) .
222 Services Q Sec

v Instance type e

Instance type O All generations
t2.micro Free tier eligible
Family:t2 1vCPU 1 GIiB Memory
On-Demand Linux pricing: 0.0146 USD per Hour v Compare instance types

On-Dem Windows pricing: 0.0192 USD per Hour
On-Demand SUSE pricing: 0.0746 USD per Hour
On-Demand RHEL pricing: 0.0746 USD per Hour

9 - AWS — Instance Type Selection

5. Key pair is a key file that your S-PLAY will need to be able to connect to the AWS server. Create a new key
pair and save this in a safe location. The key pair will be in the form of a .pem file which you will need to
upload to your S-PLAY in the SSH Key field at the end of the settings.

Note:
e Ensure to keep this file as there is no any way to access it again if the file is lost.

e Disabling remote access on the S-PLAY will wipe all SSH configuration including the .pem SSH
Key from the S-PLAY for security reasons.

¥ Key pair (login) info
You can use a key pair to securely connect to youwr instance. Ensure that you have access to the selected key pair betore you launch
the instance

Key pair name - reguired

Select v G Create new key pair

Create key pair X

Key pairs allow you to connect to your instance securely.
Enter the name of the key pair below. When prompted, store the private key in a secure
and accessible location on your computer. You will need it later to connect to your

instance. Learn more [£

Key pair name

| ENTTEC_C9|

e name can include upto 255 ASCII characters. It can't include leading or trailing spaces.

Key pair type
O RsA

RSA encrypted private and public key pair
() ED25519

ED25519 encrypted private and public key pair (Not supported for Windows instances)

Private key file format

O .pem

For use with OpenSSH

O .ppk

For use with PuTTY

Cancel Create key pair

10 - AWS - key pair creation
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6. Network Settings is where we add our port settings so that any device can access the server. Click ‘Edit’
on the right to access more settings.

aws 5% Services | @ S

v Network settings info

Network Info

vpc-055e67a08def82726

Subnet Info

Mo preference (Default subnet in any availability zone)

Auto-assign public IP Info
Enable
Firewall (security groups) Info

A security group is a set of firewall rules that control the traffic for your instance. Add rules to allow specific traffic to reach your
instance

© Create security group ‘ ‘ (O Select existing security group ‘

We'll create a new security group called 'launch-wizard-1' with the following rules:

Allow SSH traffic from

Anywhere
Helps you connect to your instance

0.0.0.0/0

[C] Allow HTTPS traffic from the internet
To set up an endpoint, for example when creating a web server

(] Allow HTTP traffic from the internet

To set up an endpoint, for example when creating a web server

/A Rules with source of 0.0.0.0/0 allow all IP addresses to access your instance. We recommend setting X

security group rules to allow access from known IP addresses only.

11 - AWS — Network Settings

7. By default, the SSH rule (Port range 22) will be present in Inbound security groups rules, we just need to
change the source to “anywhere”. In addition to this we need to add exceptions for 4 additional port
ranges: 80, 8080, 13133 & 55555 by clicking ‘Add security group rule’. These are ports that the S-PLAY will
be using to display its web page and allow interactivity to the connecting device.

Inbound security groups rules

¥ Security group rule 1 (TCP, 22, 0.0.0.0/0)

Type Info Protocol Info Portrange Info

ssh L | CP 22
Source type Info Source Info Description - optional Info
| Anywhere v | Add CIDR, prefix list or security e.g. 55H for admin desktop

A Rules with source of 0.0.0.0/0 allow all IP addresses to access your instance. We recommend setting X
security group rules to allow access from known IP addresses only.

Add security group rule

12 - AWS — Add Inbound Security Group Rules
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8. Enter Port Range and change Source Type to ‘Anywhere’ for each 4 port ranges so that any device can
connect to our S-PLAY no matter where they are.

You can improve the security of the system by limiting the source ranges. For example, if you work for an
integration business and you are installing S-PLAYs on your clients’ projects. You can set the source to
be the client's office IP address range. This means only a device in the client’s office can access the S-
PLAY. You could also set this to your own office IP address range if you were to make changes/updates
on your clients’ behalf.

Once the rules in the previous section have been set, the new server instance is ready to be launched by
clicking the ‘Launch instance’.

Inbound security groups rules v Summary
v N -
Security group rule 1 (TCP, 22, 0.0.0.0/0)
Number of instances Info
Type Info Protocel Info Port range info | R
| ssh L | TCP 22
Software Image [AMI)
Source type Info Source Infa Deseription -

Amazon Linux 2023 AMI 2023.0.2. read more

| ami-049F286195031 c348

Anywhere L | Add CIDR, prefix list or security e.9. 55H For

Wirtual server type {instance type)

t2.micro

¥ Security group rule 2 (TCR, 80, 0.0.0.0/0) Remove

Type Info Protocol Infa Port range Info Storage (volumes)

| Custom TCP - | TCP | 80 | 1 volume{s} - 8 GiB

Source type seription - aptional .

Source type Info Source Info Desoription - aptional Info (D Free tier:n your first yearinciude: ®
Anywhere L] | Add CIDR, prefix list or security | E.4. 55H for admin | fours of t2micr 3

Regians in whit

nstance usage

Tee tier AMIs

month, 30 Gill of EBS storage, 2 millian
0=, 1 GB of smapshots, and 100 GB of

- ) - sandwidth to the intemet
Security group rule 3 (TCP, 82080) Remove

Type Info Protocol Info Port range Info

| Custom TCP v | TCP | BOBO | Cancel Launch instance
T WEVIEW ConaE

Spurce type Info Source Info Description - aptional Info

Anywhere v | | Q, Add CIDR, prefix list or security | | e.g. 55H for admin desktop |

¥ Security group rule 4 (TCP, 13133, 0.0.00/0)

Type info Protocel info Port range info
| Custom TCP v | TCP 13133 |

Source type Info Source Info Description -

Anywhere L | Add CIDR, prefix list or security | e.4. 55H For

¥ Security group rule 5 (TCP, 55555, 0.0.0.0/0)

Type Info Frotocol Info Port range Info

| Custom TCP v | TCP 55555 |

Source type Info Source Info Description - aptional Info
Anywherne L | Add CIDR, prefix list or security | e.g. 55H for admin desktop |

13 - AWS - Port Settings & Launch Instance
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9. After the instance is successfully created, it will bring us to the “Next Steps” menu. From here we click
“Connect to instance” which brings us to this screen showing us the public IP address and Username of

our instance.

EC2 ) Instances } Launchan instance

» Launch log

Next Steps

t0 6o next with this instance, for example “create alarm” or “create

Create billing and free tier usage Connect an RDS database

alerts

Connect to your instance

Once yourinstanee is running, Log into it from Configure the connection between an EC2

To manage cost instance and a database to allow traffic flow
up email notificati

usage thresholds.

Create billing alerts [

avoid surprise bilss, set
for billing and free tier

your local computer

===

Learn more [3

between them,

Connect an RDS database (3

Create a new RDS database [ Learn

more (4

Create AWS budget Manage CloudWatch alarms Get instance screenshot

Create or update Amazon CloudWatch alarms
for the

Manage CloudWatch alarms [

AWS Budgets allows you to create budgets, Capture a screenshot from the instance and
forecast spend, and take action on your costs

and usage from a single location.

o view it as an image. This is useful for
troubleshooting an unreachable instance.

Create EBS snapshot policy

Create 3 policy that automates the creation,
retention, and deletion of EBS ots

Create EBS snapshot policy [

Get system log

View the instances system log to troubleshoot

Get system log (3

Manage detailed monitoring

Enable or disable detailed menitoring for the
instance. If you enable detailed monitoring,
the Amazon EC2 console displays monitoring

graphs with a 1-minute period

Manage detailed monitoring [2

Change shutdown behavior
Change the behavior of the instance for when
you nitiate a shutdown from the operating

system of the instance itself.

Change shutdown behavior [3

Create Load Balancer

Create a application, network gateway or
classic Elastic Load Balancer

Create Load Balancer [4

AWS-
ConfigureCloudWatchOnEC2Instanc
e Automation

The AWS-ConfigureCloudWatchOnEC2instance
Automation document enables or disables
CloudWateh monitaring on an EC2 instance.

AWS-
ConfigureCloudWatchOnEC2Instance
Automation [2

View all instances

ol L e — ©2023, Amazon Web Services Inc or tsaffiistss.  Privacy  Temms  Cookie|

ENTTEC v

B & ©

Sydney v

EC2 ) Instances D i-0492b92798fbcc3e8 » Connect to instance

Connect to instance info
Connect to your instance i-0492b92798fbcc3e8 (Remote Access S-PLAY) using any of these options

EC2 Instance Connect Session Manager SSH client EC2 serial console

Instance ID
i-0492b92798fbcc3e8 (Remote Access S-PLAY)

Public IP address
54.252.180.241
User name

Enter the user name defined in the AMI used to
ec2-use:

unch the instance. If you didn't define a custom user name, use the default user name,

ec2-user

@ Note: In most cases, the default user name, ec2-user, is correct. However, read your AMI usage instructions to
check if the AMI owner has changed the default AMI user name.

Cancel Connect

14- AWS - connect to instance

10. We can enter both these values into the appropriate lines on our S-PLAY remote access settings. Then,
open the .pem file created from Step 5 with Notepad and copy the key into the SSH Key field. Click
update to ensure those are saved.

Remote Access ~
Enable . @
http://54.252180.241:8080 ENTTEC_CS.pem

P 54.252180.241

fo Open with Enter Notepad i
o

't Add to Favourites B Search the Microsoft Store

Remote port 8080
T3 Compress to Zip file Choose another app

- @ Copy as path Cl=shift-C

Username ec2-user
/> Properties Alt+Enter

SSH Key ch SHOW INPUT @ Share with Skype
57 Show more options fi=F1

E) UPDATE

15- S-PLAY - update remote access settings 93 — PC— Key pair .pem file to be entered in SSH Key section
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11. The last step in this configuration process is to modify an access setting on our newly generated AWS
cloud server, so the S-PLAY can access it. To do this, connect through to your instance. This opens up a
new tab and a command prompt window. To update the setting, we've put together a short code
segment to go through and make the necessary changes.

Here is the code segment you will require:
[usr/bin/sudo /usr/bin/sed -i -e 's/.*GatewayPorts.*/GatewayPorts yes/g' [etc/ssh/sshd_config
[usr/bin/sudo /usr/bin/systemctl restart sshd

r _
~h_ HEHE
e NN

from

~]% /fusr/bin/sudo fusr/bin/sed -i -e 's/.*GatewayPorts.*/GatewayPorts yes/g' /etc/ssh/sshd config
~]1% fusr/bin/sudo fusr/bin/systemctl restart sshd

SEN |

16 - AWS - server command prompt window

12. After copying that code segment in, the necessary update is made. We can now go back to our S-PLAY
screen and use the given URL to connect remotely. You should notice that the globe icon has now
changed to green - indicating that the remote access setting is active and the URL will allow S-PLAY
access from your smart phone or any other device from other network.

Remote Access PN
) IIe Enable 9 @
B OoUTPUTS
I http://54.252.180.241:8080

® ARTNET

P 54.252180.241
® SACN
® oMx Remote port 8080
=% NETWORK

Username ec2-user

"

SYNC

REMOTE SSH Key ch SHOW INPUT

e

(O DATE & TIME

© LOCATION

© PLAYBACK (O Date & time settings v
& FIRMWARE @ Location settings v
© RESET (¥) Playback configuration v

17 - S-PLAY - successfully updated remote connection settings.
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ENTTEC

Remote access multiple S-PLAYs in one server

If you have multiple S-PLAYs, they are allowed to be accessed remotely within the same AWS cloud server. Simply
add extra ports in the exiting cloud server by the following guide and configure multiple S-PLAYs to be accessible

via one single AWS.

1. Click ‘Instance’ from the menu on the left, select the existing ‘Instance ID’ from the list for the additional
S-PLAY to be added in. This brings us to the instance summary page showing the instance settings.

o | PublicibuaDns v | Publicibua.. v | Eustielr o | IPveIps

6-22-111.2-50. 32622111

02-13-54-210-114ap-... 1354210114

Caunch mstances || v

2. InInstance summary page, navigate to ‘Security’ and select the ‘Security Groups'. From here it will open
up a page to allow Inbound rules to be edited.

% EC2 ) Instances ) 1-0492592798fbec3ed

Instance summary for i-0492b92798fbcc3e8 (Remote Access S-PLAY) info
jpdsted ess than 2 minute sgo

o Public 1Pv4 address
10492502798 xce3e8 (Remote Access S-PLAY)

2602

Subnet

su 4 2712
orage | Statuschecks | Monitoring | Tags

Owner 1D

141366952204
ecu Port rang | protocol Source
gr-0 2 Tce 0000/0
9r-02791 8 Tce 000010
5qr-095543101 13133 Tce 000010
<gr-0207F112¢8db3bc2b 080 e 0000/0
5qr-0a094989297¢793 55555 Tce 0000/0

¥ Outbound rules

[an

La gurations 4
[ CloudShell  Feedback  Language

19— AWS - Instances configuration summary page.
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w4 only
4-20.ap-southeast-2.computeinternal

4

ance e v ][ euons v

Private IPv4 addresses
1723124.20

PublicIPv4 DNS

Elastic IP addresses

Launch time
Wed Apr 12 2023 10:40:50 GMT+1000 (Australian Eastern Standard Time)

Description

EEEE

©2075, Amazon Web Services, nc.or s afflstes.  Privacy  Terms  Cookie preferences
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3. Select ‘Inbound rules’ tag and click on ‘Edit inbound rules’.

x EC2 > Security Groups > sg-0f6883a8805987489 - launch-wizard-1

sg-0f6883a8805987489 - launch-wizard-1

EC2 Dashboard

EC2 Global View Details
vents
Tags Security graup name Security group 1D Description veciD
- 9 taunchwizard-1 9 54-068328805987489 9 launch-wizard-1 created 2023-04-12T00:37:51.2712 0 vec-055e673084ef82726 4
v Instances Owner Outbound rules count

Instances 9 141366952204 1 Permission entry

Outbound rules | Tags

@ You can now check network connectivity with Reachability Analyzer Run Reachability Analyzer | X

¥ Images Inbound rules (5) Edit inbound rules I

AMis Q 1 ®
AMi Catalog
Name v Searitygrouprule.. ¥ 1P version v Type v protoesl v portrange v Ssouree v Deseription v
¥ Elastic Block Store
SgrO1a7bI09SES075220  IPu ssH e 2 0000/0
sgr027916a07b6ee2cd IPua HTTR e 80 0000/0
Sgr-085543 101000188 1Pud Custom TcP e 13133 0000/0
Sgr0207M128db3bc2b 1Py Custom TcP e 8080 0000/0
Sgr-00208489287 78 Ipua Custom TcP e 55555 0000/0

v Load Balancing
Load Balancers

Target Groups

v Auto Scaling

onfigurations 4

[ — ©2025, Amszon Web Services, Inc.or it afflistes.  Privay  Terms  Cookiepreferences

20 — AWS — Security Group Settings Page.

4. Click ‘Add rule” and set ‘Port range’ to be a value between 1000 to 65000 (excepting 5555) and ‘Source’ to
be same as above ports ‘0.0.0.0/0". You can create multiple ports here all at once to allow all your S-
PLAYs to be accessed from this server. Don't forget to ‘Save rules'.

Here in the below example, one extra port 8081 is added for the additional S-PLAY and we will use this
when setting up the S-PLAY.

B & @ sceyr ey

EC2 > Security Groups > sg-0f6853a8805387489 - launch-wizard-1 > Editinbound rules

Edit inbound rules e

Inbound rules control the incoming traffic that's allowed to reach the instance.

Inbound rules info

Security graup rule 16 Type info Protocol info Port range Info Souree Info Description - optional nfo
sqr-01a7bfd9565h7522a ssH v 1) 2 Custom v Q
5qr-027816ac7 fhéee2cd e v Custom vl [
5gr-0955431d10Fc0188d Custom TCP v e 13153 Custom v| [a
s9r-02b7111268db3bc2b Custom TCP v cp 5080 Custom v| [a
s0r-003034989297c7539 Custom 1Co v| e sss5s wen v | [Q
000000 X
Custom TCP v e so81 Anywhere-IPvA v

() Cloudshell  Feechack  Language ©7073, Amazon Web Services, Inc oritssffiistes.  Privacy  Terms  Cookie preferences

21 - AWS — Editing inbound rules to add extra port.
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5. Before we configure our S-PLAY, the IP address and the Username from the server are required. Go back
to the instance summary and click ‘Connect’ button on the top right corner that will navigate us to the

page showing the required information.

Sydney v ENTTEC ¥

© tew iz x €2 > Instances 3 1-093ach0147ab7deta

Instance summary for i-093ecb0147a874e3a (ENTTEC) info

Updlatec less than a minute aga

instance ID
9 1-0930cb0147367 4033 (ENTTEC) feress (4
its
Tags Pe6 addre
nits
{ostname type brivate P DN name (IPvd anly)

¥ Instances 1P name: p-172-31.27.21 ap-southeast-2.compute Internal

Instances

Answer private resource ONS name rstance ty
1Pvd (A) micre

Auto-assigned IP addre VRC 1D

9 3.26.115.206 [Public IP] 0 vpc-055¢67208e182726 [2
1AM Role brot 10

9 subnet-02br34225c0457627 (4

w12
Required
v images
Details | Security | Notworking | Storage | Statuschecks | Manitoring | Tags
At
AMI Catalog ¥ Instance details info
Jaiforn AMID
¥ Elastic Black store 9 Amszon Linux (inferred) 9 ami-0d01206105031c309
Volumes
latfo s AMinam
apshot B Linux/UNIX (3 512023-ami-2023.0.20230529 0-kemel-6.1-x86_64

e Manager

¥ Network & Security

Key pair assigned at Launch

o 9 ENTTEC C5
Credit specificatior Kemel ID
standard

Usage operation RAM disk D

Runinstances

ClassicLink daves Support
¥ Auto Scaling

Launch Confieuration: Fuerant insranes hant mars Bl #ane in Inctanca matariat

EC2 D Instances » i-0492b92798fbcc3e8 D Connect to instance

Connect to instance info

Connect to your instance i-0492b92798fbcc3e8 (Remote Access S-PLAY) using any of these options

EC2 Instance Connect Session Manager SSH client EC2 serial console

Instance ID
i-0492b92798fbcc3e8 (Remote Access S-PLAY)

Public IP address
54.252.180.241
User name

Enter the user name defined in the AMI used to funch the instance. If you didn't define a custom user name, use the default user name,
ec2-use

==

@® Note: In most cases, the default user name, ec2-user, is correct. However, read your AMI usage instructions to
check if the AMI owner has changed the default AMI user name.

ip-172-31-27-21.ap-s0utheast-2.computeinternal

y 03 2025 10:52:25 GMT+1000 (Australlan Eastern Standard Time) (about 6 hours)

Cancel Connect

22 — AWS — Retrieving IP address and Username of the cloud server.
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Private 1Pvd addresses
& 1222

Public 1Pvd DNS
062-3-26-115-206.ap-sou

2025-ami-2025.0,20230529 0-karnel-6,1-x86_64

disable

State Uansition reason

State transition message

owner
141366952204

B 4 @ seneyv emEcy

W APPLICATION NOTE - v3.0


http://www.enttec.com/plink
http://www.enttec.com/

S-PLAY (70092)
E N T T E C Visit the ENTTEC website
for the latest version
6. Now we can start setting on the additional S-PLAY. Access to the S-PLAY webpage and navigate to Settings
tab. Enable the Remote Access from your additional S-PLAY, enter the IP, Username and SSH Key

(the .pem Key pair file created in Page 8) while the Remote Port at the value set from the last step.

Here in our example is 8081. Press Update, and the remote access globe sign should turn green which
means it is active.

2% Network settings y
ch INFO +* Syncsettings 5
B OUTPUTS
[] Remote Access .
® ARTNET
® SACN Enable ® @
L hitp://54.252180.241:8081
£ NETWORK
P 54.252180.241
= SYNC
G) REMOTE Remote port 8081
(O DATE & TIME Usemame ec2-user
© LOCATION
e
(® PLAYBACK

E) UPDATE
G F‘RM.“\“ARE -

@ RESET
@ Date & time settings v

23 — S-PLAY — setting up the newly created port to the additional S-PLAY.

Remote Access: Troubleshooting

On first connection, the S-PLAY will automatically try to configure the server’'s gateway by running:

[usr/bin/sudo /usr/bin/sed -i -e 's/.*GatewayPorts.*/GatewayPorts yes/g' [etc/ssh/sshd_config

[usr/bin/sudo /usr/bin/systemctl restart sshd

If the Username provided in setup doesn’'t have any sudo rights or sshd_config is located in different place, you
will need to manually update the sshd_config on your AWS Server to set “GatewayPorts yes” and restart the sshd
service.

To access the terminal, navigate to the server instances on AWS. Press Instance ID and then ‘connect’ on the top
right corner which brings us to the page as below. Click ‘Connect’ again to open the terminal.

EC2 > Instances > i-0492b92798fbcc3e8 > Connect to instance

Connect to instance info

Connect to your instance i-0492b92798fbcc3e8 (Remote Access S-PLAY) using any of these options

EC2 Instance Connect Session Manager SSH client EC2 serial console

nstance ID
[ i-0492b92798fbcc3e8 (Remote Access S-PLAY)
Public IP address

54.252.180.241

use the default user name,

ec2-user

@ Note: In most cases, the default user name, ec2-user, is correct. However, read your AMI usage instructions to
check if the AMI owner has changed the default AMI user name.

i-09774794ebasdb1bb3
Pubiic 1Ps: 1 -

B217.202208  *

Cancel Connect
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To allow the S-PLAY to manage your AWS server's gateway in needs to permit this, run:

[usr/bin/sudo /usr/bin/sed -i -e 's/.*GatewayPorts.*/ GatewayPorts yes/g' [etc/ssh/sshd_config

[usr/bin/sudo /usr/bin/systemctl restart sshd

It's worth noting that. /etc/ssh/sshd_config can be located in a different folder depending on the operating
system running on your remote server.

Wrapping up

That brings us to the end of the configurations we need to do for remote connections but remember that we set
up this server to be accessible from any IP address, so for security it's highly recommended to use the S-PLAY's
password lock function. You can do that by going to your S-PLAY’'s home page and clicking “user” drop down and
clicking “change passwords”.

To connect remotely, just go back to our remote access settings and look for the URL that the S-PLAY displays.
This address is generated by the S-PLAY according to the settings you have just input and is the address you
need to enter to access your S-PLAY remotely.

Conclusion

By following these steps, you can create a control panel on your smart phone or tablet to intuitively control the
S-PLAY, call shows, and adjust brightness’s. This guide gives you a run down on a basic workflow and control
panel, but this is just the beginning. With a bit of time and ingenuity, you can create even more sophisticated
control panels.

This brings us to the end of this guide on how to set up remote access on your S-PLAY. By following these steps,
you can set up your S-PLAY to be accessible from around the world over the internet.

We hope you found this application note useful!
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